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Abstract

IT Infrastructure has spread across all economic processes. The IT Infrastructure
Audit, therefore, becomes a necessity in order to assess and also to significantly improve
the performance of the business processes. The subject chosen for the current dissertation
is of high importance, both for practical and theoretical study and can open numerous
applicative and research opportunities. This work intends to divert the auditors’ focus
(and especially in case of Romanian auditors) towards the need in changing the way
auditing is done, from manual techniques to continuous ones, and in changing the object
of evaluation, from a financial preponderant audit to an IT audit. Therefore, (as
theoretical contributions) we have studied the current approaches in automation the IT
audit process, and we have presented our findings in order to facilitate their practical
implementation. Our proposed new model and the prototype developed based on it are

meant to be practical contributions.
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1 Introduction
1.1 Preliminaries

The role of auditors is increasingly significant inside an organization in
supporting the decisional process.

The auditor will evaluate the controls implemented by managers and will issue a
report. If the role of the manager is to ensure the application of controls, the auditor will
assure about the way the controls are implemented, if they are efficient and correspond to
the purpose for which they have been defined [Gallegos 2008].

World wide, the audit concept is evolving towards continuous audit and IT audit.

As the current users expectations that information would be available in real time
are growing, and (not necessarily of financial nature) there will be more and more
implementations for the continuous audit concept.

If continuous audit will change the way of conducting an audit but, on the other
hand, as the managerial decisions are increasingly supported by technology, the object of
evaluation is evolving towards the IT audit (not only how but also what to audit will
change).

Most organizations are dependent on technology, and especially on the risks
associated with it. This implies that companies not only need to have control over the IT
infrastructure but also to prove it, often through an audit report.

In some countries, this is a strong recommendation in achieving IT Governance,
part of Corporate Governance or it is even a legal requirement for public companies, like
the Sarbanes Oxley Act[sox 2002] or the Health Insurance Portability and Accountability
Act [hip 1996]. Similar legislation regarding data and information protection has been
adopted in many countries world wide (including Romania).

IT has gained its own discipline in audit being met under different names:
Electronic Data Processing Audit - EDP Audit, Computer Information System Audit -
CIS Audit, Information Technology Audit - IT Audit. Initially, it was used only to verify
how the financial data was processed over time, but now, IT audit area has expanded to
include scrutiny about how all sensitive data is processed, stored and communicated.
Progressively, the audit span has enlarged and now includes evaluation of data,

applications and infrastructure.



1.2 Problem Statement

Currently, because of the increasing IT support inside an organization, auditors
need to evaluate the whole system in order to issue opinions regarding the correctness of
data delivered by a certain system.

Efficiency and effectiveness of a process (IT, management or audit process) are
generally measured using the following metrics:

- time needed to fulfill the process

- the execution cost

- quality or percentage of correct execution

In order to get good results for these metrics, business processes in general and
the IT ones in particular, demanded the use of technology, which in turn, required
technology again for their management (,,using technology to manage technology” [ibm
2006]). Eliminating the manual procedures from the IT management processes,
consequently, called for the use of technology in performing the IT audit.

Currently there are few solutions to perform an audit in an autonomous manner or
with little human intervention and therefore we consider that this is a problem that needs
attention. Developing such a solution could have a remarkable practical value.

Through eliminating the manual procedures, process efficiency is increased and
inaccuracy is avoided. More, in case of traditional implementation of audit, process
repeatability was hardly taken into account but, on the other hand, in a technology based
audit that would be low cost and easy to do.

Using traditional (manual) techniques in IT audit makes process reusability
difficult and real time assurance impossible.

Firstly, in order to automate the audit process, it was considered eliminating the
monotonous and laborious tasks and auditors started to use the so called “Computer
Assisted Audit Tools” — CAATSs. These are different depending on the type of audit
performed. CAATSs are defined as any tool or method involving use of computers and
which allows auditors to increase productivity in carrying out their work [Gallegos 2008].

The definition is very broad and can include from simple text editors to expert systems,



from simple methods that only show data to complex methods for checking multiple
correlations. [Gallegos 2008].

Currently, the audit tools need not only to support the audit process but to actually
perform the most of it (,,Use technology to actually audit as opposed to using technology
to automate manual auditing procedures” comment of auditors from Big Four group cited
in [Searcy 2003]).

Even if there are already solutions that have been used by all big audit companies
for evaluation of risks, controls or for general audit, many of these are created on
proprietary formats. Therefore, their approaches have not been under scientific review
and could hide certain errors. Also, because of this confidentiality combining advantages
from various methods is difficult to achieve. We can state that scientific efforts are
needed in this area as well.

After analyzing some of the methods currently used in order to automatically
generate the audit results, we have found that they perform compliance tests against a
model considered good or benchmarking tests.

Our approach differs from others in the field and described in Chapter 3 because it
will enable conducting an audit much closer to reality as it will be individually
conceived: a preliminary analysis would determine risk level, which can be used to build
customized model against which the test is performed. Thus our approach brings a
qualitative improvement to audit results because they were generated for each

particularly situation and also fits the general pattern of audit.

1.3 Our objectives

Our main objectives for this dissertation is that starting with a general model for
audit to develop an architecture for continuous IT audit and a prototype based on it. For
the design and implementation we intend to use “state of the art” methods and
technologies in the field.

We propose to overcome the limitations identified in the previous section in the

following ways:



(1) by delegating auditing tasks to intelligent agents. We strive to improve the
efficiency and to minimize the inconsistency or inaccuracy which may occur due to
subjective human judgments or potential errors. Using intelligent agents we can deliver

almost real time assurance,

(i1) by using ontology based semantic description of auditor's knowledge. As

expert knowledge is captured and formalized explicitly, process reusability is enhanced

(i) by applying automated reasoning techniques. New knowledge can be

generated through deduction.

Starting from the requirements of IT auditors we intend to develop a prototype
that can verify compliance with functional and non-functional requirements that are given
by certain codes of good practice and expressed in abstract terms. For this, we propose a
general architecture of the audit process, we provide a way of describing the knowledge

of auditors in an ontology and a concrete example.

1.4 Motivations

The motivations that drove us in our research for this dissertation can be divided
into research motivations and approach motivations.

Research motivations are consequences from the problem statement, namely the
need to find a solution that will make a small contribution to automation of an IT audit
process.

The reasons for choosing our approach result from the advantages offered by
these methodologies and techniques, which enable much of the requirements of the
proposed model. Thus we have identified: reasons for choosing multi-agent systems,
reasons for choosing ontology and motivations for choosing.

A multi-agent system allows integration of multiple knowledge sources. Also
using intelligent agents will lead to increased efficiency in the audit process by
eliminating possible human errors and obtaining the same results in a much shorter time.

It will get a near real-time evaluation.



An important part of the prototype proposed in this paper is the formalization of
an auditor's expertise so that his knowledge can be kept separately from the
implementation and reused later. This can be easily made using ontologies that allow
separation of knowledge from its processing.

The knowledge described in an ontology should include many concepts and
heuristics used by auditors and for its construction can collaborate more experts. For this
reason, it is necessary to check the correctness of ontology. OWL-DL ontologies can be
translated into a Descriptive Logic representation and in this way it is possible to achieve
automated reasoning over the ontology using a Description Logic reasoner. Such an
engine will perform various tasks such as deduction of superclasses, subclasses, and can

determine if a class is consistent.

1.5 Thesis Structure

The dissertation evolves as follows: In the first chapter we have shortly
introduced the audit concept and which are the actual trends. We have identified the
changes towards the evaluation object in audit (IT audit) but also the way it must be
performed in present conditions (continuous/automated).

Based on these new audit requirements, we have shown the need for new
approaches, which are the objectives that we have set to accomplish in this work and
which are research motivations and the reasons that led us to choose methods and
technologies used for implementation.

The thesis is divided into two major parts: the first part will address the current
state in the fields and will describe in more details continuous IT auditing, the methods
currently used and the concepts and technologies necessary for our approach; the second
part will focus on presenting the contributions: an architecture for our own IT audit

model and a case study by implementing a prototype for firewall audit.

Chapter 2 Continuous IT Audit
2.1 Concepts definitions
2.1.1 IT Audit
2.1.2 Continuous Audit



2.1.3 Audit relationship with management

2.1.4 Audit, Corporate Governance, IT Governance
2.2 IT Risk

2.2.1 Risk analysis

2.2.2 Risk treatment
2.3 IT Control

2.3.1 Control frameworks

2.3.2 Information security controls and security models

In this chapter we tried to clarify the concepts related to the continuous IT
auditing and its two major components. First, we presented what is meant by IT audit,
information system audit. I adapted one of the definitions to clarify the scope to which we
refer in this work, namely IT infrastructure audit. Next we showed the important role that
audit plays within an organization first as a tool to support management activities by
providing advice and second to offer general assurance for third parties regarding the
manner in which the management follows the principles of corporate governance.

To perform an audit process one will assess the effectiveness of controls
implemented by managers. For this, it is important to know the risks that controls must
manage. Thus, auditors will perform tasks similar to those of managers but separately:
determining the risk level for each item being audited and then identifying appropriate
controls for risk treatment. In the chapter were detailed methods for risk analysis (both
qualitative and quantitative) and risk treatment (reduction, elimination or acceptance) and
frameworks used to implement an internal control system. We emphasized IT risk and IT

control.

Chapter 3 Current methodologies for Continuous I'T Audit
3.1 Vulnerabilities assessment
3.2 Penetration tests
3.3 Tools used by auditors
3.4 Current audit process particularities

3.5 Current approaches in order to automate the IT audit process



3.5.1 SCAP - Security Content Automation Protocol
3.5.2 CAPEC - Common Attack Pattern Enumeration and Classification

In Chapter 3 we intended to describe the existing approaches the IT audit field
both those already tested in practice and those found in literature which are rather
recommendations. The most common methods found in IT audit practice are
vulnerabilities assessment and penetration tests. They determine the level of risk on each
item under evaluation and the existence of countermeasures designed to mitigate it.
Regarding the tools used by IT auditors, generally are the same as those used by system
managers. Theoretical research offers audit recommendations that relate to
standardization and formalization of wvulnerabilities descriptions, providing them as
nomenclatures and as publicly available database. The predominant aspect that

theoretical research is concerned about refers to security.

Chapter 4 Methodologies used in our approach
4.1 Management information systems
4.1.1 Existing implementations
4.1.2 Towards the process automation
4.2 Knowledge formalization
4.2.1 Ontology concept
4.2.2 Ontologies description languages
4.2.3 Ontology Building
4.2.4 Ontology Instantiation
4.2.5 Ontology Reasoning
4.3 Agents and multi-agent systems
4.3.1 JADE Platform
4.3.2 Agent creation
4.3.3 Agent Behaviour

4.3.4 Agent Communication

10



Chapter 4 is describing the technologies used in our approach. First we examined
information management systems to identify the most effective option for retrieving the
information from evaluated elements. The choice of methods used in our approach has
been done considering their full integration, to achieve maximum functionality, to make
use of their most advantages and which have proven to be the most effective: formalized
ontologies to describe knowledge, reasoning engines in order to generate new knowledge,
multi agent systems for distributing tasks and information and, not in the least

information management systems.

Chapter 5 General Proposed Architecture
5.1 Conceptual Model
5.1.1 Human Users Level
5.1.2 MAS Level
5.1.3 Managed Device Level
5.1.4 Managed Resource Level
5.2 System functionality

In Chapter 5 we described a model for the general audit process and a multi-layer
architecture for implementing this model using a multi agent system. Next, the four levels
of architecture (the human user level, the MAS level, the managed device level, the
managed resources level) were described through detailed use cases. Then we proceeded

to explain the functionality of the system.

Chapter 6 Case study

6.1 Firewall audit problem
6.1.1 Particularities in firewall configuration evaluation
6.1.2 Conflicts in firewall security policy
6.1.3 Conlflicts in different firewall security policies
6.2 Ontology modeling for firwwall domain knowledge representation

6.3 System detailed design
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6.3.1 System initialization

6.3.2 Gathering the initial data
6.3.3 Displaying the user interface
6.3.4 Gathering user data

6.3.5 Risk level evaluation

6.3.6 Evaluation of implemented controls

The last chapter is a case study of IT audit using the proposed architecture. We
have shown the reasons for auditing a firewall: its evaluation covers both the situation of
a simple element but also when it is a control for other elements. Further, we described
the characteristics and challenges encountered in assessing firewalls and how these are
treated in the present research. The issue of conflicts in the firewall policy has been
discussed extensively in theoretical research, but very few approaches are using
ontological descriptions because of the particular way to express access rules in a firewall
policy. Briefly, we gave an example of how firewall domain knowledge can be modeled
in an ontology for assessing the rules of security policy and applying reasoning to
identify potential conflicts. We hope we were able to show what differentiates our

approach from others.

Conclusions

Throughout this work we tried to demonstrate the applicability of intelligent agents
for IT infrastructure audit to automate the process and eliminate the human intervention as
much as possible.

The theme was selected with the belief that the transition to an automated approach in
achieving the audit process is a clear necessity of the moment.

The audit has slowly moving from a completely practitioners' concern into a research
domain, with an increasingly interest of the educational field.

There is a need for identifying new methods that could facilitate an objective, real
time and cost-effective assurance.

Prototype is developed using JADE platform, which is most often used for multi-

agent systems. Knowledge of agents is stored in OWL ontologies can thus be built
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separately from the implementation of agents. These ontologies will allow the translation
from the human user requirements (which are expressed in abstract language) in concrete
terms that an agent can understand. Also, ontologies are necessary to achieve the reverse
operation, to return the result.

Agents can access information directly through OWL ontology API - which
allows add new knowledge in ontology (agents will need to build their own model of
reality). The agents can use an inference engine that will allow them to reason on
knowledge.

In order to extract information from the managed network elements we used
SNMP protocol, which is still the most common. SNMP offers a simple method to access
information about a certain managed device or even to modify it, implementing a reduced
number of commands. As the scope of this work does not reside on device information
management and we need only a simple way to extract auditing information from
managed devices, we will use SNMP, because its simplicity and its compliance with new
devices as well as legacy systems. Most major network equipment providers offer
simultaneously the possibility to access management information through more advanced
protocols such as those based on Web services (WS-Management). For example,
Microsoft provides both SNMP and WMI service - Windows Management
Instrumentation, for managing Windows systems. As perspectives we would consider the
changes in adoption of other network management protocols.

Finally, we can state that the evolution of current technology allows their

embracing to areas previously considered human specific, such as carrying out audits.

7.1 Personal contributions
The thesis “IT Infrastructure Audit using Artificial Intelligence” presents the
results of the research in multiple interdisciplinary domains.
A short list with the thesis contributions can include:
- development of some synthesis for IT audit field and for methodologies
used in our approach

- proposal of a generic model for the IT audit process
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- development of an architecture with multiple layers of a multi agent
system for the proposed model

- presentation in details of how a platform for multi agent systems like
JADE can be implemented in order to automate the described IT audit process

- we have shown how the auditors’ knowledge can be described through
ontologies

- we have presented a case study which implements the proposed model

7.2 Future research plans
Considering the content of this thesis, we can state that researches for the
proposed directions are only at the beginning and we are planning for future
improvements and developments:
- development of multiple agent types in order to include a comprehensive
list of auditors’ tasks.
- a better assimilation of public services for vulnerabilities and threats
description
- integration with multiple information management services like those
based on web services.
- researches of implications and influences in a mobile environment or in
cloud computing.

- integration of some security mechanisms into the prototype.

7.3 Thesis publications

The proposed approach for this dissertation has first been discussed during the
PHD Symposium collocated with European Semantic Web Conference ESWC in 2006.

The main contributions of the thesis have been disseminated with the BIS
Conference presentations in 2009 [Ghiran 2009], and respectively in 2011 [Ghiran 2011],
both with proceedings in Lecture Notes in Business Information Processing, the special
edition of Springer dedicated for results in area of Economic Informatics.

1) [Ghiran 2009] Ghiran (Muresan) Ana-Maria, Silaghi Gheorghe-Cosmin, Tomai

Nicolae, Ontology-Based Tools for Automating Integration and Validation of Firewall
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2)

http://www.springerlink.com/content/p124578166010p14/?p=fd586ab81f154fe4bab507¢
706fdb65e&pi=4

In this article, we have shown a considerable part of our case study, how conflicts
can be identified inside the security policies from a firewall using automated

reasoning capabilities over the ontological descriptions of domain knowledge.

[Ghiran 2011] Ghiran (Muresan) Ana Maria, Silaghi Gheorghe-Cosmin, Tomai
Nicolae, Deploying an Agent Platform to Automate the IT Infrastructure Auditing
Process, in Business Information Systems 14th International Conference, BIS 2011,
Poznan, Poland, Proceedings, Springer Berlin Heidelberg, Editor: Witold Abramowicz

The paper presents the general model proposed to achieve automated IT audit process
and multi-layer architecture based on a multi-agent system. Also, it includes an
introductory description of how a multi-agent platform such as JADE can be

deployed to achieve the proposed architecture.

Besides these publications, the research conducted during the Phd studies has

been materialized with the following articles:

3)

4)

[Ghiran 2010a] Ghiran (Muresan) Ana-Maria — Network Management Framework
Based on Intelligent Agents, Semantic Modeling and Web Services, The Second
Romanian Workshop on Mobile Business, Cluj-Napoca, 2010, Economy Informatics,
Vol. 10, No1/2010

In this article we presented a model and architecture that formed the base of our approach
and led to the design and architecture of the current model detailed in an article

disseminated this year.

[Ghiran 2010b] Ghiran (Muresan) Ana-Maria — Semantic Modeling for Autonomic
Network Management, The Second International Conference Software, Services and
Semantic Technologies,Varna, Bulgaria, 2010, ISBN 978-954-9526-71-4

The paper presents the requirements for performing an autonomous network

management, and the possibilities of formalizing knowledge through ontologies.

15


http://www.springerlink.com/content/p124578166010p14/?p=fd586ab81f154fe4bab507e706fdb65e&pi=4
http://www.springerlink.com/content/p124578166010p14/?p=fd586ab81f154fe4bab507e706fdb65e&pi=4

5) [Ghiran 2007] Ghiran (Muresan) Ana-Maria, Monica Vancea — Risk Identification
Method based on Ontology, in Proceedings of the International Conference
Competitiveness and European Integration, 2007,Ed. Risoprint,ISBN 978-973-751-597-1
This study refers to the evaluation of the opportunity for using ontologies in identifying

risks.

7.4 Complete list of research papers

1. Tomai Nicolae, Muresan Ana-Maria - Agent Technology in Wireless Networks,
InfoBusiness 2006 — The International Conference on Business Information Systems, Ed.
Universitatii Al. loan Cuza, lasi, ISBN: 978-973-703-207-2

2. Tomai Nicolae, Muresan Ana-Maria — Cooperative Agents in Mobile Ad-Hoc
Networks, Annals of the Tiberiu Popoviciu Seminar of Functional Equations
Approximation and Convexity, Vol. 4, 2006, Mediamira Science Publisher, Cluj-Napoca,
ISSN 1584-4536

3. Muresan Ana-Maria — Intelligent Agents for Collaborative Work, Annals of the Tiberiu
Popoviciu Seminar of Functional Equations Approximation and Convexity, Vol. 4, 2006,
Mediamira Science Publisher, Cluj-Napoca, ISSN 1584-4536

4. Muresan Ana-Maria — Technology Issues in Adopting Continuous Audit, Informatics in
Knowledge Society, The Proceedings of the Eight International Conference on
Informatics in Economy, may 2007, Ed. Economica, ISBN 978-973-594-921-1

5. Tomai Nicolae, Muresan Ana-Maria, Mican Daniel — Wireless Network Design
Considerations, in Proceedings of KEPT 2007, Knowledge Engineering Principles and
Techniques, Cluj University Press, ISBN: 978-973-610-567-8

6. Ghiran (Muresan) Ana-Maria, Monica Vancea — Risk Identification Method based on
Ontology, in Proceedings of the International Conference Competitiveness and European
Integration, 2007, Ed. Risoprint, ISBN 978-973-751-597-1

7. Mican Daniel, Bologa Cristian Sorin, Ghiran (Muresan) Ana-Maria, Optimized
Advertising Content Delivery, Annals Of The Tiberiu Popoviciu Seminar Of Functional
Equations, Approximation And Convexity, Categ CNCSIS C, 6/1, 2008, P.230 - 240

8. Ghiran (Muresan) Ana-Maria, Mican Danicl — Firewalls on Mobile Devices, The
Ninth International Conference on Informatics in Economy, 2009, Ed. Economica, ASE,

ISBN 978-606-505-178-2
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10.

11.

12.

13.

Ghiran (Muresan) Ana-Maria, Silaghi Gheorghe-Cosmin, Tomai Nicolae, Ontology-
Based Tools for Automating Integration and Validation of Firewall Rules, Business
Information Systems 12th International Conference, BIS 2009, Poznan, Poland, 27-29
April, Proceedings, Springer Berlin Heidelberg, Editor: Witold Abramowicz, 978-3-642-
01189-4,
http://www.springerlink.com/content/p124578166010p14/?p=td586ab81{154fe4bab507¢
706fdb65e&pi=4

Ghiran (Muresan) Ana-Maria — Semantic Modeling for Autonomic Network
Management, The Second International Conference Software, Services and Semantic
Technologies,Varna, Bulgaria, 2010, ISBN 978-954-9526-71-4

Ghiran (Muresan) Ana-Maria — Network Management Framework Based on
Intelligent Agents, Semantic Modeling and Web Services, The Second Romanian
Workshop on Mobile Business, Cluj-Napoca, 2010, Economy Informatics, Vol. 10,
No1/2010

Ghiran (Muresan) Ana Maria, Silaghi Gheorghe-Cosmin, Tomai Nicolae, Deploying
an Agent Platform to Automate the IT Infrastructure Auditing Process, in Business
Information Systems 14th International Conference, BIS 2011, Poznan, Poland,
Proceedings, Springer Berlin Heidelberg, Editor: Witold Abramowicz

Bresfelean Vasile Paul, Ghiran (Muresan) Ana-Maria Ontology Importance towards
Enhancing Suggestions in a News Recommender System for a Financial Investor, to
appear in Metadata and Semantics Research Conference Proceedings, MTSR 2011,

Iymir, Turkey, Proceedings, Springer Berlin Heidelberg
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